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1. Introduction

1.1. Summary

The Registered Device Service, formerly called as RD Service, provide a common interface for the
application developer to integrate the STQC certified registered biometric devices. The registered
biometric devices implies that the biometric device used in the application should be registered in the
UIDAI server. Our RD Service will automatically register the connected device in the UIDAI server. For
more information on device registered, check the section 3.

1.2. Scope

This document covers detailed description of the procedure involved in the installation of RD
Service.

1.3. Audience

The intended audience are software developer, implementation team, system integrators and
Customers.

2. Registered Device
2.1. Registration of device

The Biometric device used in the application should be registered with UIDAI for proper
functioning. Once the device is connected to the host system, our RD Service will automatically register
the device with UIDAI Server. Once the registration is successful, then the device is operational.

To register the biometric device with UIDAI, device information should be available in Precision
Device Management Server and host system should be connectable to Precision Device Management
Server. Please find the server information below.

SL Particular Details
NO

1 | DNS Address pbrdms.precisionbiometric.co.in
2 Public IP Address 122.183.251.118

3 Port 443

If the information is not available in the server, RD Service will prompt an error message as “Invalid
Device connected, Please contact device vendor”. In this case, share the device serial number to
Precision Technical team (check the Appendix C for more information).
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3. System Requirement

The following table describes the minimum hardware and software requirement for RD service as
per UIDAI specification:

3.1. Windows

SL Component Minimum Requirement
NO
Hardware Requirement

1 | Operating System Windows 7 & above

2 | RAM 2 GB

3 | Hard disk 500 MB free space

4 | Port 11100 to 11120 (RD Service run in any

one port)
5 | Rights Administrator right
6 | Browser Internet explorer 8 & above, google

chrome, Mozilla Firefox, opera

Software Requirement

1 ‘ .Net Framework 4.5.1
3.2. Android
SL Component Minimum Requirement
NO
Hardware Requirement
1 | Operating System 4.4 & above
2 | RAM 512 MB & above
3 | Port USB host enabled
4 | USB Version 2.0 & above
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4. Installation Procedure

4.1. Windows

Before starting the installation of RD Service, please make sure that the following condition are

met:
1. Check the system minimum requirements are met (check section 3.1 for more information)

2. Unplug the device, if device is plugged in the system.

Follow the below procedure to installation the RD Service:
1. Login into the system as administrator
2. Download the RD Service to local system.

oo
@U;| b Preci... » Preci.. » - |¢;+| Search PrecisionRDS... 2 |
Organize Includein library * =~ 0 @
I Favorites i e g
Bl Clesktop = Drrivers 28-(
4 Downloads ManagementClient 28-(
“| Recent Places -.-- PBRDService.exe 16-(
= Libraries
3 Documents
‘. Music |4 m 3

3. Right click “PBRDService.exe” and select Run as administrator
4. Please close all running browsers & unplug the fingerprint scanner from the system and press
OK button to proceed the installation otherwise click Cancel button to cancel the installation.

Precision-RD5ervice Setup @
Please close all the running browsers and make sure that fingerprint
l % scanner is not plugged in to the systern.

Click "OK to proceed this installation or "Cancel” to cancel this
installation,

OK l | Cancel
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5. If the RD Service is already installed the following screen will appear:

a. Click OK
Precision-RDService Setup
= Precision RDService (Precision-RDService] is already installed in this
¥ l§ local system.
Click "OK" to remove the installated version or "Cancel” to cancel this
upgrade.
. ok | Cancal |
1% Uninstaller Setup: Installing =] @ | 2= |

Execute: sc delete PredsionRDService

T MARAANANAN

Cancel | Precision Biometric (T) Pt Lid Close |

b. Click Close

(4] Uninstaller Setup: Completed ol = ]

Completed

Show details |

Canicel | Precision Biometric (1) Pyt Ltd < Back |
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c. Click Yes to restart the system and No to restart the system later. But it is mandatory
to restart the system

j‘[El Uninstaller Setup E3

lel Do you wish to reboot the system?

6. Once the system is restarted, Right click “PBRDService.exe” and select Run as
administrator

7. Please close all running browsers & unplug the fingerprint scanner from the system and
press OK button to proceed the installation otherwise click Cancel button to cancel the
installation.

Precision-RDService Setup @
Please close all the running browsers and make sure that fingerprint
! scanner is not plugged in to the system.,

Click "OK to proceed this installation or "Cancel” to cancel this
installation.

QK l | Cancel
8. Click on Next to start the installation
- .- Precision-RDService Setup E\ [=] @
Welcome to Precision-RDService

Setup

Setup will guide you through the installation of
Predsion-RDService,

Itis recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer,

Click Next to continue.

[ mext> | | Cancel
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9. Click on | Agree

-+ Precision-RD5ervice Setup

License Agreement

Please review the license terms before installing Precision-RDService,

Press Page Down to see the rest of the agreement.

SOFTWARE LICENSE AGREEMENT

PLEASE READ THIS SOFTWARE LICENSE AGREEMENT
CAREFULLY BEFORE DOWNLOADING OR USING THE
SOFTWARE.

%Y CUTTEOTIAG "T AMCRELR"Y MDEWNTARG: THE DACT AGT

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Precision-RDService.

< Back ][ I Agree l [ Cancel

10. Click on Next

P>

. Precision-RDService Setup: Installation Options

License Agreement

Please review the license terms before installing Precision-RDService.

TRECISN

H

Chedk the components you want to install and unchedk the components you don't want to
install. Click Next to continue,

Select components to install: =8 M| Biometric Device Drive
C50200
Precdision Managemen
PEManagementCli
(- [#] PBRDService SDK
i...[#] PBRDService

Space required: 12, 7MB

< Back ” Mext = l [ Cancel

9 of 22
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11. Click on Install

P "~

- .- Precision-RDService Setup E\' =l '@

Choose Install Location
Choose the folder in which to install Predsion-RDService. KETHIOR

Setup will install Predsion-RDService in the following folder, To install in a different folder, dick
Browse and select another folder. Click Install to start the installation.

Destination Folder

Browse...

Space required: 12, 7MB
Space available: 55.4GBE

< Back ][ Install l [ Cancel ]

K ™~

- .-~ Precision-RD5%ervice Setup EII =/ &2

Installing
Flease wait while Predsion-RDService is being installed. KELHRR

H:

Execute: ManagementClient\PBManagementClient.exe /5

_Show detaiis__

[=]
(7]
i}

(9]
i
3
Il
m
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12. If Biometric Scanner drivers are installed already, the following screen will appear.
a. Click on OK to remove the previous installation

Precision-CSD200 Setup (3w

Biometric SDK (Precision-C5D200) is already installed in this local

$ system.

Click "OK to remove the installated verzion or "Cancel to cancel this
upgrade,

0K | [ Cancel

b. Click close to close the wizard

'ﬁ Uninstaller Setup: Completed E“ = | &3 ]

Completed

Show details |

Canicel | Precision Biometric (T) Pyt Ltd < Back |
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d.

Click on Next

Device Driver Installation Wizard

Welcome to the Device Driver
Installation Wizard!

This wizard helps you install the software drivers that some
computers devices need in order to wark.

%

To continue, click Meat.

{ | Cancel

o
=
]
w

Click on Finish

Device Driver Installation Wizard

Completing the Device Driver

::?\ Installation Wizard

The drivers were successfully installed an this computer.

You can now connect your device to this computer. [ your device
came with instructions, please read them first.

Driver Name Status
w” 3M. (CogentOriver) 3MC... Readyto use

Finish ] | Cancel
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13. If the management client is already installed, the following screen will appear:
Click on ok to remove the previous installation

a.

Precision-ManagementClient Setup
o Precision ManagementClient (Precision-ManagementClient) is already
/ l % installed in this local system.

Click "0K” to remove the installated version or "Cancel” to cancel this
upgrade.

[ ok || Cconcel

b. Click on Close

( Uninstaller Setup: Completed [=] 3
p: P

| Completed

Show detsils |

Cance| | Precision Biometric (T Pyt Lkd = Back. |

14. Click on Close to complete the installation.

-+ Precision-RDService Setup =] = | 2=
Installation Complete :
Setup was completed successfully. hErz
Completed

Create shortcut: C:\ProgramDataMicrosoft\Windows\Start Menu\Programs\Precision... =
Execute: sc failure "PrecisionRDService™ actions= restart/0/restart/0/restart/0 reset. ..
Execute: sc stop PredsionBiometricService

Cutput folder: C:\Windowssystem32

Extract: PERDServiceAPLdll... 100%

Cutput folder: C:\Windowssystem32

Extract: PERDServiceCore.dll... 100%

Qutput folder: C:\Windows\system32

Execute: sc start PredsionBiometricService

Completed

[

1

Mullsaft Install System 3.0

< Back Cancel
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o

-+~ Precision-RD5ervice Setup X

I Do you wish to reboot the system?

e [ &

Note:
It is highly recommended to reboot the system after successful installation.
Once the installation is completed, please make sure that the following services are running:
1. Go to run prompt, type services.msc and press enter
2. Search for the following services
a. PrecisionBiometricService
b. PrecisionManagementClient
c. PrecisionRDService
3. The services should be in started status. If any one of the services are not found,
check the FAQ for more details.
S Power Manages p...  Started Automatic
5 PrecisionBiometricService Started Automatic
S PrecisionManagementClient Precision Bi.. Started Automatic
:.e:. PrecisionRD5ervice Precision Bi... Automatic
5 Print Spocler Loads filest... Started Automatic
4.2. Android

Precision RD Service will not support CSD200 in android. For android based mobile / tablet,
procure PB510 which support both windows and android.
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5. Error Code

This section will brief the list of error codes and their description:

SL | Error Error Description Action to be taken
NO | Code
1 100 | Invalid PidOptions input. XML Contact Application vendor to resolve the issue
should strictly adhere to the spec
2 110 | Invalid value for fType Contact Application vendor to resolve the issue
3 120 | Invalid value for fCount Contact Application vendor to resolve the issue
4 130 | Invalid value for iType Contact Application vendor to resolve the issue
5 140 | Invalid value for iCount Contact Application vendor to resolve the issue
6 150 | Invalid value for pidVer Contact Application vendor to resolve the issue
7 160 | Invalid value for timeout Contact Application vendor to resolve the issue
8 170 | Invalid value for finger / iris Contact Application vendor to resolve the issue
position
9 180 | Face matching not supported Contact Application vendor to resolve the issue
10 190 | Invalid PID format Contact Application vendor to resolve the issue
11 200 | Invalid value for demo xml Contact Application vendor to resolve the issue
12 210 | Protobuff format not supported Contact Application vendor to resolve the issue
13 700 | Capture time out Try capture again
14 710 | Device is used by another Biometric capture is involved by another
application application, try capture image after some time
15 720 Device not ready Check info / errinfo element for more
information
16 730 | Capture Failed Try capture again
17 740 | Device needs to be reinitialized Unplug the device and plug it again
18 750 | RD Service does not support Contact Application vendor to resolve the issue
fingerprint
19 760 | RD Service does not support iris Contact Application vendor to resolve the issue
20 770 | Invalid URL Contact Application vendor to resolve the issue
21 999 Internal error Check the err / errinfo element for more

information
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These are the key information, you should know:

RD Service Installation folder:

If the windows operating system is x86 based, the installation folder will be “C:\Program
Files\Precision Biometric\PBRDService” and if it is x64 based, the installation folder will be “C:\Program
Files(x86)\Precision Biometric\PBRDService”.

RD Management Client Installation folder:

If the windows operating system is x86 based, the installation folder will be “C:\Program
Files\Precision Biometric\PBManagementClient” and if it is x64 based, the installation folder will be
“C:\Program Files(x86)\Precision Biometric\PBManagementClient”.

Access Log files:

Procedure to be followed to access the log files:
1. Logininto the system as administrator
2. Open the “Run” prompt, type “temp” and press enter. If there is any folder with the name
“Precision Biometric”, zip it and send the same to Precision Team.
3. Open the “Run” prompt, type “%temp%” and press enter. If there is any folder with the
name “Precision Biometric”, zip it and send the same to Precision Team.

Appendix B — Frequently Asked Questions

1) How to install .Net Framework in the client system?
Follow the below steps to download and install .Net Framework:

1. Open the following url in web browser or Search for .net framework 4.5.1 offline installer in
google website (https://www.google.co.in)
https://www.microsoft.com/en-in/download/details.aspx?id=40779

2. Download the .Net Framework

3. Double click on the executable to install the .net framework.

If you are facing any issue during installation, search in internet “how to install or enable .Net
framework 3.5 in operating system”. Replace the work “operating system” with the OS version. For
e.g., windows 7 or windows 8 etc.
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2) What | have to do, when there is no “PrecisionBiometricService” service in my system?

This message will appear due to the following reasons:
1. Biometric Device drivers are not properly installed.

To resolve this issue,
1. Open the Drivers folder in RD Service downloaded Package

=3 e =
@l\_—/-v| <« Preci... » Preci.. » - |+? | | Search PrecisionRDS... 0 [
Organize « Include in library = » =+ 0 -Z@Z-
- Favorites = Rlame Dat
Bl Desktop E Drivers 16-(
4 Downloads ManagementClient 16-(
=/ Recent Places - = PBRDService.exe 16-
3 Libraries
| Documents
o Music | < Jil, C

2. Install the application available in the folder.

If you are still facing the problem, contact the Precision Biometric — Support Team or write us
(biometricsupport@precisionit.co.in) about the error or contact the support team or concern person.

3) What | have to do, when there is no “PrecisionManagementClient” service in my system?

This message will appear due to the following reasons:
1. Precision Management Client application is not installed properly

To resolve this issue,
1. Openthe ManagementClient folder in RD Service downloaded Package.

=3 e =
@vvw <« Preci.. b Preci.. - |+? | | Search PrecisionRDS.. R [
Organize « Include in library = » == - E] '393'
- Favorites = blams Dat
Bl Desktop E Drivers 16-(
4 Downloads ManagementClient 16-(
= Recent Places ... PBRDService.exe 16-
3 Libraries
| Documents
& Music x| 111} +

2. Install the PBManagementClient.exe
If you are still facing the problem, contact the Precision Biometric — Support Team or write us

(biometricsupport@precisionit.co.in) about the error or contact the support team or concern person.
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4) What | have to do, when there is no “PrecisionRDService” service in my system?
This message will appear due to the following reasons:
1. RD Service not properly installed

To resolve this issue,
1. Install the RD service. Please check the installation section for more information.

If you are still facing the problem, contact the Precision Biometric — Support Team or write us
(biometricsupport@precisionit.co.in) about the error or contact the support team or concern person.

5) What | have to do, when | get “Biometric SDK is not available” as notification message?
This message will appear due to the following reasons:
1. RD service not installed properly installed.
2. Components of RD Service is not installed

To resolve this issue,
1. Login into the system as administrator
2. Reinstall the RD Service Package (Check the 4.1 for more information)

If you are still facing the problem, contact the Precision Biometric — Support Team or write us
(biometricsupport@precisionit.co.in) about the error or contact the support team or concern person.

6) What | have to do, when | get “Invalid device connected, please contact device vendor” as
notification message?
This message will appear due to the following reasons:
1. Biometric Scanner serial number is not available in the Precision Management server.

To resolve these issue,
1. Make sure that the biometric scanner is purchased from Precision. If yes, share the serial
number of the device to Precision Biometric support (Check Appendix C for more details)

If you are still facing the problem, contact the Precision Biometric — Support Team or write us
(biometricsupport@precisionit.co.in) about the error or contact the support team or concern person.

7) What | have to do, when | get “unable to connect to server” as notification message?
This message will appear due to the following reasons:
1. Internet connection is not available
2. Not able to connect to Precision Management Server

To resolve this issue
1. Make sure that the system is connect to internet
2. Make sure that the Precision Management Server IP address or URL is not blocked by the
antivirus or windows firewall. Check section 2 for more information on Management Server
IP Details
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3. If the client system is connected under a network, make sure that the Precision Management
Server IP address is included as an exception in Network Firewall rules, both Inbound and

Outbound rules.

If you are still facing the problem, contact the Precision Biometric — Support Team or write us
(biometricsupport@precisionit.co.in) about the error or contact the support team or concern person.

8) What I have to do, when | get “update required” as notification message?
This message will appear due to the following reasons:
1. New version of RD Service is available

To resolve this issue:
1. Download and install the latest version of rd service. Please note that the latest version of
RD service will be automatically downloaded via the default browser, Click on save button, if

required.

If you are still facing the problem, contact the Precision Biometric — Support Team or write us
(biometricsupport@precisionit.co.in) about the error or contact the support team or concern person.

9) What | have to do, when | get “Precision Biometric Scanner not connected to the system, Please
connect and try again” as message?
This message will appear due to the following reasons:
1. Precision supported biometric scanner is connected to the system
2. USB port might be blocked
3. Scanner drivers might not be installed properly

To resolve this issue,
1. Check whether the biometric scanner is connected to the system properly
2. If you are still facing the same problem, unplug the device and connect it in other USB port
(Try in all available USB port)
3. If you are still facing the same problem, Login into the system as administrator. Open the
Device Manager and find any device with name “3M Cogent Devices”.

4 24 Admin-PC
@ 3M Cogent Devices
» g8 Computer
: —a Disk drives
B Display adapters
, 5;‘,—,_', Human Interface Devic
b g IDE ATA/ATAPI control

4. If you are able to find the device, go to “run” prompt and then type “services.msc”, press
Enter. Find the service in the name of “PrecisionBiometricService”, restart it and then check
in the application. If you are not able to find the device, proceed to next step.
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5. If you find any CSD200 device with “examinatory (!) Or question (?)”, Go to the RD Service
Package location and open the “drivers” folder and install the “Precision-CSD200.exe”. Once
the driver installation completed, go to “run” prompt and then type “services.msc”, press
enter. Find the service in the name of “PrecisionBiometricService”, restart it and then check

in the application.

If you are still facing the problem, contact the Precision Biometric — Support Team or write us
(biometricsupport@precisionit.co.in) about the error or contact the support team or concern person.

10) What | have to do, when | get “System Time is Incorrect, Please set the correct Date and Time” as

notification message?
This message will appear due to the following reasons:
1. System date and time is synchronous with UIDAI server

To resolve this issue,
1. Make sure that the system date and time is correct

. e 05:56PM

Wednesday
all - 05-07-2017

2. Make sure that the system time zone is correct. To check the system time zone, follow the

below procedure
a. Click Start and select Control Panel
b. Make sure that the control panel is arranged by small icons. To Change arrangement,

Click View by and select small icons

View by: Category ™

@ Category

User Accounts Large icons
rﬁﬂ' Change account type Small icons
~ Appearance and Personalization
w Change the theme
Change desktop background

Adjust screen resclution

c. Click on Date and Time
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Search Control Panel 0O l

@Qv@ v Contr.. » All Control Panel tems » - | ¢,|

Adjust your computer’s settings Viewby:  Small icons ~

-] Administrative Tools

| of

mg AutoPlay

m

{J_-G; Backup and Restore

2| Biometric Devices L3 Color Management

@ Credential Manager 5 Date and Time
g

Iiéé Default Programs

=5 Device Manager 5% Devices and Printers
B Display DTS Audio Control
'@:3 Ease of Access Center Flash Player (32-bit)
k7 Folder Options A Fonts -

d. Make sure that the time zone is set correctly

i+ Date and Time @
Date and Tme | Additional Clocks

_/ - /i \‘ Date:
' ’\} 05 July 2017

| [E—— Ay
% T Y Time:
\f //” 06:04:14 PM

& hang - gate T

Time zone

(UTC+05:30) Chennai, Kolkata, Mumbai, New Delhi

Change time zone...

Daylight Saving Time is not observed by this time zone.

Get more time zone information onling
How do I set the clock and time zone?

If you are still facing the problem, contact the Precision Biometric — Support Team or write us
(biometricsupport@precisionit.co.in) about the error or contact the support team or concern person.

11) What | have to do, when | get “Registration Failed” as notification message?

This message will appear due to the following reasons:
1. If there is any communication failure between the host system and Precision Management

Server

To resolve this issue:
1. Make sure that the internet connection is available

2. Unplug the scanner and plug it again, wait for five minutes.
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If you are still facing the problem, contact the Precision Biometric — Support Team or write us
(biometricsupport@precisionit.co.in) about the error or contact the support team or concern person.

12) What | have to do, when | get “Key rotation failed” as notification message?
This message will appear due to the following reasons:
1. If there is any communication failure between the host system and Precision Management
Server

To resolve this issue:
1. Make sure that the internet connection is available
2. Unplug the scanner and plug it again, wait for five minutes.

If you are still facing the problem, contact the Precision Biometric — Support Team or write us
(biometricsupport@precisionit.co.in) about the error or contact the support team or concern person.

Appendix C — Reach us

For any assistance feel free to contact the Precision Biometric Technical Support Team.
e Phone:044-33015161/162/179
e Email : biometricsupport@precisionbiometric.co.in
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