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1. COMMON ERRORS AND RESOLUTION:
1. If there is an error - "Warranty/Subscription/Support validity is
over. Pl renew. ~ while registering the FM220 STARTEK Device, then

please follow below instructions.
=» For above error, one has to pay SUBSCRIPTION AMOUNT for single STARTEK
FM220 SCANNER device to keep using device in RD Service.

You can go to following link:

http://www.acpl.in.net

JNA (<T@ i o1 Aol [To el s WS ubscription/Warranty Extension Payment Details Ent
that page.

Refer screenshot below.

" button on

Registered Device
ClLick to download Rd-Service, Sample code and
Documnets
for Auth 2.0 and eKyc 2.1

Generate I-Pin for FM220U
(Only if asked for I-Pin by application)

Subscription/Warranty Extension Payment
Details Entry

Buy FM220U Device Now

FM220U Registred Device for Aadhaar Authentication

In-House mfg and R&D enables us to provide customised solution
User friendly software for all popular platforms and database.

On that page, you will able to see charges of RD Service SUBSCRIPTION and
BANK DETAILS for payment.

Please make payment and after that please fill required details on that page.
From ANDROID RD Service also one can enter payment details of his/her
SUBSCRIPTION EXTENSION. Refer following screenshots.
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(7] 2 4 @ 3:14pm

ACPL FM220 RD About

Re-Register

Subscribe

SCANNER TEST

FM220 ready
A

w A

ACPL FM220 RD

Name :- Enter your name
Contact No :- Enter your no
Payment detail :- Enter your payment details!
GST No :- Enter GST no! (Optional)

O sigleDevice™ () Multiple Device

Device SrNO :- B46C31153

Subscription Charges
(O z1180neyear () T354Lifetime

Extended Warranty Charges
=177
Paid amount :- Amount which you paid
SUBMIT CLEAR HOW TO PAY
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2. If there is an error - * Your Device is Blocked, Pl contact HelpDesk. °
while registering the FM220 STARTEK Device, then please follow
below instructions.

=>» Please contact our help desk on given contact details:
Phone No.: 9099970565
8141958565
7874078565
E-Mail: support@acpl.ind.in

3. If there is an error - 'The remote name could not be resolved:
‘www.acpl.in.net’”” OR “Unable to connect to the remote server’ OR
‘Operation timed out™ while registering the FM220 STARTEK Device
on WINDOWS platform, then please follow below instructions.

=>» If your internet is active, please check whether your network is through
PROXY or not.

=>» If your network is through PROXY, then please refer page no — 19 to configure
PROXY into RD Service application.

=» You can download that installation guide from —
http://acpl.in.net/assets/pdf/WINDOWS RD SERVICE INSTALLATION GUIDE.

pdf

=>» If there is no proxy, then please check whether there is network blocking from
Antivirus Program.

=>» After confirming all above points make sure that link —
https://www.acpl.in.net must be accessible from your browser.
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4. If there is an error — ‘The remote server returned an error: (403)
Forbidden.” while configuring PROXY setting for RD Service please
follow below instructions

=>» Please check your PROXY username and password entered into PROXY setting
configuration application for RD Service.

5. If there is an error — ‘Could not establish a trust relationship for the
SSL/TLS secure channel.” while configuring PROXY setting for RD
Service please follow below instructions

=>» Please make sure that system is updated to latest resources.

6. If there is an error — ‘Warning Update google play services.” while
using RD Service in ANDROID Device, please follow below
instructions

=» Please update "Google Play Service" of your device to latest version.

7. If there is an error — “‘Warning Rooted Handset, Cannot use on this
Handset.” while using RD Service in ANDROID Device, please follow
below instructions.

=» RD Service cannot be used on ROOTED Android Device further.

8. If there is an error — ‘This mobile/tablet is not safe to use (as per
google test) Application will not capture!” while using RD Service in
ANDROID Device, please follow below instructions.

=>» RD Service cannot be used on this type of android device. Because the device
is not as per standards of Google Seftynet or Device is ROOTED.
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2.SETUP FM220 RD SERVICE (ANDROID):

If one wants to download RD Service for ANDROID platform, then
he/she can download from ‘Google Play Store'.
Please refer following screenshot.

ACCESS COMPUTECH PVT LTD
REGISTERED AADHAR AUTHENTICATION DEVICE
T i s

@)

INSTALL

After installing RD Service application, please connect your FM220
device to ANDROID device.

Please make sure that internet is active on your ANDROID device.

Internet is required to register the FM220 Scanner Device at UIDAI
side.

After successful registration, you will able to test your scanner device
from RD Service app itself as shown in following screenshot.

ACPL FM220 RD

SCANNER TEST

FM220 ready
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3.SETUP FM220 RD SERVICE(WINDOWS):

jie ACPL FM220 RDService - X .
Download Windows
Welcome to the ACPL FM220 RDService Setup -l Certified RD service
Wizard Y from
http://acpl.in.net/RdS
The installer will guide you through the steps required to install ACPL FM220 RDService on your = :
sl ervice.html? Link and

download windows
Certified RD service

WARNING: This computer program is protected by copyright law and intemational treaties.
Unauthorized duplication or distribution of this program, or any portion of it, may result in severe civil
or criminal penalties, and will be prosecuted to the maximum extent possible under the law.

Cancel ¢ Back

?— ACPL FM220 RDService - X

Select Installation Folder LA
A1) Click on Next and select

installation folder.

The installer will install ACPL FM220 RDService to the following folder.

To install in this folder, click "Next". To install to a different folder, enter it below or click "Browse".

Folder:
C:\Program Files [x86)\&ccess Computech Pyt Ltd\ACPL FM220 RD Browse...

Disk Cost...

Install ACPL FM220 RDService for yourself, or for anyone who uses this computer:

(@ Everyone
(O Just me

Cancel < Back
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i ACPL FM220 RDService — X
Confirm Installation I .
‘T ) Click Next button for
- Confirm to Start
The installer is ready to install ACPL FM220 RDService on your computer. Installatlon.

Click "Next" to start the installation.

jig ACPL FM220 RDService

FM220 registered device setup A
FM220 SDK
Click Next and wait for
RD setup to start.
Cancel < Back

& ACPL FM220 RDService -

Installing ACPL FM220 RDService A
ACPL FM220 RDService is being installed.
e N Wait to install all
necessary files.
< Back MNext >
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jig ACPL FM220 RDService - X

Installation Complete N

ACPL FM220 RDService has been successfully installed. i
Click on Close button for

Exit.

Click "Close" to exit.

Please use Windows Update to check for any critical updates ta the .NET Framework.
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4.SETUP FM220 RD SERVICE SUPPORT TOOLS:

i;% ACPL FM220 Support tools for RD service = X

service Setup Wizard )

/

Welcome to the ACPL FM220 Support tools for RD | 7

The installer will guide you through the steps required to install ACPL FM220 Support tools for RD
service on your computer.

WARNING: This computer program is protected by copyright law and intemational treaties.
Unauthorized duplication or distribution of this program, or any portion of it, may result in severe civil
or criminal penalties, and will be prosecuted to the maximum extent possible under the law.

i{% ACPL FM220 Support tools for RD service — X

The installer will install ACPL FM220 Support tools for RD service to the following folder.

To install in this folder, click "Next". To install to a different folder, enter it below or click "Browse'".

Folder:
C:\Program Files (x86)\access Computech Pyt LtdWACPL FM220 Sup Browse...

Disk Cost...

Install ACPL FM220 Support tools for RD service for yourself, or for anyone who uses this
computer:

(®) Everyone
(O Just me

Select Installation Folder [A

Cancel < Back

Access Computech Pvt Ltd

Download Windows
Support Tools from
http://acpl.in.net/RdS

ervice.html? Link and

download Windows
support tools

Click on Next
button and Select
installation
folder.

After selection,
again click on
Next button.
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& ACPL FM220 Support tools for RD service

Confirm Installation

Click "Next" to start the installation.

The installer is ready to install ACPL FM220 Support tools for RD service on your computer.

Cancel < Back

Confirm
installation and
click next to start
further
installation.

After clicking on next button, it will display message that your application is installed,

click on close button for exit.
After installation, it will display automatic FM220 Device Installer.

your FM-220 device.

To continue, click Next.

Access Computech Pvt Ltd

This wizard will walk you through up:

Back

Welcome to the FM-220 Installer!

=

# ;2 ACPL FM220 Support tools for RD service

Installation Complete

ACPL FM220 Support tools for RD service has been successfully installed.

Click "Close™ to exit.

Please use Windows Update to check for any critical updates to the .NET Framework.

Cancel
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FM-220 Device Installer

Ny Welcome to the FM-220 Installer! . i
Click on next and wait

This wizard will walk you through updating the drivers for For device drivers to
your FM-220 device.

Install in your PC.

To continue, click Next.

Back Next > Cancel
FM-220 Device Installer
N Congratulations! You are finished ) .
installing your FM-220 device. If drivers is successfully
3 installed in your PC,
The drivers were successfully installed on this computer. then it will dlSplay
You can now connect your device to this computer. If your device device status as

came with instructions, please read them first.

“Ready to use”.

If drives is not installing
In your PC, then it will

Display device status as
“Device driver Failed”.

‘ Driver Name Status ‘
N/ Startek Engineering Inc. ... Ready to use

Back Cance

Access Computech Pvt Ltd 12|Page



HELPLINE NUMBERS: 9099970565/ 8141958565/ 7874078565

5.INSTRUCTIONS TO ENABLE HTTPS IN RD SERVICE:

(Only if you want to use different port for HTTPS
Otherwise it will support HTTPS on same port which is on

HTTP)

If you wanted to listen RD Service on HTTPS protocol, then please follow
instructions described below.

If you want to check whether RD Service is listening through HTTPS
protocol, then go to following link:

http://acpl.in.net/fm220 entry/RD Service Call HTTP.aspx

If HTTPS is not configured in RD Service then follow instructions.
For enabling HTTPS in RD Service please go to following path and open
application named “Config ACPL RD service.exe”. Open this application as

Administrator. Follow instructions for further process:

PATH: "C:\Program Files (x86)\Access Computech Pvt Ltd\ACPL FM220
Support tools for RD service\’

APP NAME: * Config ACPL RD service.exe

RUN MODE: "As Administrator

1. Application Console: -

Hee Configure RD service - O s

Access FM220 RD service Conﬁguration
HTTPS (S5L) corfiguration

HTTPS port No | 1120 Configure SSL
P efti
oy sanee Use Custom Proxy [ |
Proocy Server Port
User Name Password

Keep blank # login is not required

button4 Test Settings
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2. Fill Port Number: -

A Configure RD service - O X

Access FM220 RD service confi
HTTPS (55L) configuration

HTTPS port No | 1120

P settings
oy 9 Use Custom Proxy [ ]
Proxy Server Port
User Name Password
Keep blank if login is not required
button4

Test Sethings

3. Click on "Configure SSL’ button: -

A Configure RD service - O X

Access FM220 RD service configuration
HTTPS (S5L) configuration

HTTPS port No | 11200 Configure SSL
P setti
oy stings Use Custom Proxy [ ]
Proxy Server Port
User Name Password
Keep blank if login is not required
button4

Test Sethings

. Responses from application: -

Please enter port
number (11200
recommended)

Click on button and
wait for any
response.

=> After clicking on ‘Configure SSL’ button, it will show following

response.
U‘ FTOXY
Ds X
Https (55L) configuration done!
Restarting Service
Proy
QK
Password |

Access Computech Pvt Ltd
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=» After above response, it will restart RD Service. So, please wait for
restart and application response as following.

fic %

Service started

oK

Jort

e
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6.RD SERVICE TROUBLESHOOTING WITH HTTPS:

=>» In case of WINDOWS 8.1, if operating system is not updated, then RD
Service cannot be connected through HTTPS. So, to enable HTTPS in

this OS please follow below instructions.
(These instructions are for 64-bit OS. You can search same for 32-bit.)

Please find links to download updates for enabling the HTTPS RD Calls into WIN 8.1 64 Bit version.
Please Install them in order shown below.

1. Please Download and Install UPDATE File: - Windows8.1-KB3021910-x64.msu (NO RESTART)
https://www.microsoft.com/en-us/download/details.aspx?id=46809

2. After 1% step and RESTART please download and install UPDATE File: -
Windows8.1-KB2919355-x64.msu (RESTART REQUIRED)
https://www.microsoft.com/en-us/download/details.aspx?id=42335

3. After 2" step and RESTART please download and install UPDATE File: -
Windows8.1-KB3172614-x64.msu (RESTART REQUIRED)
https://www.microsoft.com/en-us/download/details.aspx?id=53334

=» In case of Firefox browser, RD Service cannot be connected through
HTTPS. So, to enable HTTPS in Firefox browser please follow below
instructions.

Open Firefox browser and follow below instructions:
Go to Menu -> Options and Click on "Advanced’ tab.

X o cur Uy Copy o Paste

Demo - 100% +
TTPS): NOT AVAILABLE Mew Window
PID Format(format): Q
Find Options Add-ons
Open options
Developer Synced Tabs

PR am— "

Click on “View
Certificates’ button

Advanced
General Data Choices Network Update Certificates
B content
A Applications Requests
When a server requests your personal certificat
o Privacy ! f e
S¢ ally
& security ® As
€) sync
v Query OCSP responder ser Confirm the current validity of certificates
& Advanced
View Certificates Security Devices
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Certificate Manager

Others

Your Certificates People Servers Authorities
You have certificates on file that identify these servers:
VN
MCSHOLDING TEST Permanent

v DigiNatar

Dig

Permang

nent

Add Exception..

Add Security Exception

You are about to override how Firefox identifies this site.

03 April 2015

9099970565/ 8141958565/ 7874078565

In “Servers” Tab,
click on "Add
Exception’

Default location
of FM220 RD
Service

Certificate Status

Add Security Exception

You are about to override how Firefox identifies this site.

#  Legitimate banks, stores, and other public sites will not ask you to do this.

Server

Location: ‘https:l/\ocalhost'HZDU

| |get Certificate

Certificate Status
This site attempts to identify itself with invalid information.

Unknown Identity

secure signature.

Permanently store this exception

The certificate is not trusted because it hasn't been verified as issued by a trusted authority using a

View...

»  Legitimate banks, stores, and other public sites will this.
Server
Location: | https://localhost:11200 | Get Certificate

View...

Confirm Security Exception Cancel
LA LY I sy
vlocalhost
localhost localhost:11200 Permanent

Vv 1ne USERTRUST Network

Refresh your web page from which you are calling RD Service.

Access Computech Pvt Ltd

Enter Location of
RD Service and
click on "Get
Certificate’ button

Click on “Confirm
Security
Exception’
button

After all steps,
you will be able
to see the entry
in “server’ tab

oy evre

01 August 2036
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=» In case if HTTPS is also not working in IE, you can follow below

instructions.

You can add your website into trusted web sites list to enable HTTPS.

Kk *
Print
File
Zoom (125%)
) Safety
Add site to Apps
View downloads Ctrl+)

v

v

Manage add-ons

\BLE - PORT NO: 11200 F12 Developer Tools
Go to pinned sites
Compatibility View settings

Go to ‘Internet
Options’

Internet options

PID Format(format): [

About Internet Explorer

After that, go to “Security tab and click on "Trusted Sites’.

l Internet Options ? X

General Security Privacy Content Connections Programs Advanced

Select a zone to view or change security settings.

@ ¢ VvV O

Internet Local intranet  gEatlibsicE Restricted sites

Trusted sites

f . ) . Sites
This zone contains websites that you

your files.
You have websites in this zone.

You can add your web site address from where
Service functionalities.
e.g. http://www.acpl.in.net

'/ trust not to damage your computer or )

Click on ‘Sites’
button.

you are going to call RD

Trusted sites >

You can add and remove websites from this zone. All websites
in this zone will use the zone's security settings.

Add this website to the zone:
|http:,ffacpI.in.net,ffm220_9ntr}ffRD_Senfice_CaII_http.a| | Add

VAlnheritae:

Access Computech Pvt Ltd
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7.INSTRUCTIONS TO SET PROXY SETTINGS IN RD
SERVICE:

If your internet running through proxy and you are getting following error
while registering FM220 device in RD Service, then please follow instructions
described below.

FIM220 SDK Rx]
OR Error Registering -Unable to connect to the remote server
Try again after some time and contact help desk if repeated

AR
For enable proxy in RD Service please go to following path and open
application named “Config ACPL RD service.exe”. Open this application as

Administrator. Follow instructions for further process:

PATH: "C:\Program Files (x86)\Access Computech Pvt Ltd\ACPL FM220
Support tools for RD service\’

APP NAME: " Config ACPL RD service.exe

RUN MODE: "As Administrator

1. Application Console: -

A Configure RD service - O X

Access FM220 RD service configuratio
HTTPS (S5L) configuration

HTTPS port No Configure SSL
- .
foxy seffings Use Custom Proxy [ ]
Proxy Server Port
User Name Password

Keep blank if login is not required

Test Sethings

Access Computech Pvt Ltd 19|Page
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. Fill Proxy Details: -

Check the box for

fee Configure RD service

HTTPS (S5L) configuration

HTTPS port No _

P setii
oy senee Use Custom Proxy

Access FM220 RD service configuration

“Use Custom Proxy"

(| X

Configure

Enter Proxy Server
IP and Port Number

Enter Proxy Username and
Password if required.

Click on "Test Settings': -

ﬁ“’ Configure RD service

HTTPS (SSL) configuration
HTTPSpotNo | |

Proxy settings

Proxy Server [sewer ip

Access FM220 RD service configuration

Use Custom Proxy [V]

a X

Configure SSL

After inserting
details please click
on ‘Test Settings’

| Port |port o

User Name [

} Password |
Keep blank i login is not required

Test Settings
ra | 2J2L) Cormgurauan
{TTFS port No | Configure Sf
*
y settings
7
1 Success!

i Server ’ﬁ Port |port no.
Name |: word

0K uired

Test Seffings

Access Computech Pvt Ltd
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4. Click on ‘Set Proxy: -

ﬂ“‘-" Configure RD service - O X

Access FM220 RD service configuration
HTTPS (S5L) configuration After that please

HTTPS port No |:| Configure SSL click on “Set Proxy"

A .
roxy seftings Use Custom Proxy []

Proxy Server [server ip } Port |port no.

User Name ‘ ‘ Password

Keep blank # login is not required

Test Settings Set Proxy
oM NO | Cont
x
H
7
| Settings saved! ]
E Port |pc
E word |
0K ired
| Test Settings 3

It will take some time to restart the service.

If any other error raises at time of registration, like ‘Device data not

available’ or ‘Device is blocked" or ‘Subscription Expired” etc., then please
contact our support.
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8.INSTRUCTIONS TO CHECK FOR ACPL FM220
REGISTERED DEVICE SERVICE:

(Basic Functionality)

1. Onyour desktop, click Start > Run.

2. On the Open field, type services.msc and then click OK. The Services console
pops up, listing all services that are installed on the computer.

3. Check for ACPL FM220 Registered Device service if it is started or not
(Default Start)

. Services (Local)

ACPL FM220 Registerd Device

TRV T T T SUF TS T

service

FMZ20RD sevicefor UL, - Running

Stop the service

Restart the service

Description:
FM220 RD service for UIDAI registred
Device Support

~ i

4. Ifservice started then please check task bar for Icon

5. Right click on Icon and check if your device is ready or not.
6. If Service is running and device is connected and registered, then ready status

will display with green colour.

Ready
@ About
Restart
Test Capture

Register Device

Check for Update
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7. If Service is running, Device is connected but, Device is not registered, then
following status will be displayed.

FM220 not registered.
@ About

Restart

Test Capture

Register Device

| Check for Update i

8. If Service is running and device is not connected then following status will be

displayed.

FM220

@ About
Restart
Test Capture

Register Device

Check for Update

9. If Service is stopped, then it will display in Red colour.

Service

& About
Restart
Test Capture

Register Device

Check for Update

10. Whenever FM220 Device is connected to PC, it will display notification

%= FM220 SDK
FM220 Connected.
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11. Now click on “Test Capture” option from menu to test device. It will display
image as below

smmmmm Place Finger and click capture
[ = Pl select finger to capture
= =

=
I B I Fingers to be captured : 2 Fingers captured : 0
LEFT INDEX

SUBMIT Capture Finger ABORT ‘: t :

Now, click on “Capture Finger” button and put your finger on device for
fingerprint. After taking fingerprint, click on submit button and again capture
another finger in same manner.

|] - .. Capturing LEFT HAND INDEX
Sy
S S8 Bl Fingers to be captured : 2 Fingers captured : 0

LEFT INDEX

&“&dd
SUBMIT Capture Finger ABORT

Place Finger and click capture

| S

| A3 88 AT Pl select finger to capture
AR ,

s 2O Fingers to be captured : 2 Fingers captured : 1

LEFT INDEX

&“ﬁ%
SUBMIT Capture Finger ABORT R

12. After successful enrolment of finger print, it will display message :

Test Capture done

13. Click on “About” option from menu for information about application.

FM220 Registered Device SDE

Ver 1.0
Copyright Access Computech Pt Lid

Access Computech Pvt Ltd
504/6, GIDC, Makarpura
Vadedara, Guiarat 390010

7874078565 , 8141958565,
support@acpl.ind.in

‘Th\s ‘appiication is tools for FM220 registered device
SDK

o]
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14. Whenever you remove FM220 Device from your PC, it will display Notification as

1= FM220 SDK

) device removed

~ &

9. ALLOW RD SERVICE COMMUNICATION IN
ANTIVIRUS PROGRAMS:

=> Quick Heal:
i. Enable ports for HTTP:
Open Quick Heal Total Security and click on 'Internet & Network'.

s Help - x

Quick Hea

Total Security

System IS secure
System is being actively protected
Mo action required

O X 8 wﬁ%

Files & Emails Internet Parental
Folders & Network Control

Now go to settings of 'Firewall Protection'.

Wl VLdal STLuriLy VITUS UdLaDdse £Y SEPLEmUEr ZU

@ Internet & Network

Firewall Protection o PY
Protects PC from network attacks
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Now in "Advanced Settings’ click on "Configure'.

& Firewall Protection

D\-\ Monitor Wi-Fi Networks oN —@

Identifies unsafe Wi-Fi networks.

Program Rules

Create rules for programs accessing the internet.

Advanced Settings

Configure rules to control inbound - outbound network traffic.

Now in "Traffic Rules’ click on "Add’.

Advanced Settings >

[] Display Alert Message
[ Create Reports

C-\Program Files\Quick Heal\Quick He \Firewall Browse

Network Connections ]Traﬁic Rules I

Exceptions
[] Exception Name | Protocol Action \ Network Profi ~

~

< >

Remoye ” Up H Down J

z

[ Default || OK || Cancel |

Now follow described steps below as pictures and enter values same as

described in pictures.
Add/Edit Exceptions

EXC&BE on Name:

RD HTTP

x|

ot Protocol:

OuppP
O 1cMP

[ Next II Cancel
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Add/Edit Exceptions

Local IP Address:

1P Address: . . .

IP Address Range

\

\

\

\ l—
| Start IP Address: - - -

| End IP Address: . . .

\

\

\

I Back ‘ Next [ Cancel ‘ 2

Add/Edit Exceptions X L

Local TCP/UDP Port: 1

All Ports ¥
. . ﬁ Use comma () in between to
Specific Port(s): er multiple ports.
*) Port Range

Start Port: 11100
End Port: 11120

[ Back ||| Next || concel | >

Add/Edit Exceptions

i < Any IP Address:

1P Address: |

IP Address Range

Start IP Address: . . .
End IP Address: . . .

[ Back IH Next ”lgancel |

Add/Edit Exceptions X L
| Remote TCP/UDP Port: |
All Ports !
" Use comma () in between to
Specific Port(s):
2pect ) = multiple ports.
* Port Range

Start Port: 1100
End Port: 11120)

[ Back IH Next ngancel b

Add/Edit Exceptions

élect Action:
 Allow

Deny

Network Profile:
[v] Home [w] Public

[v] work
\_

[¥] Restricted

Ce

Cancel
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ii. Enable port for HTTPS:
Enabling of HTTPS port is same as enabling of port in HTTP, described
above. There is only change in rule name and port number please follow
instructions as described in pictures.

Add/Edit Exceptions

Exception Name:
|| RD HTTPS| l
Select Protocol:
DICP

UuDP

IcMP

Other steps are same as above HTTP configuration. Only port
number will change.

Y Add/Edit Exceptions X L

1 Local TCP/UDP Port: |
All Ports |

l : se comma () in betweento |
+ Specific Port(s): 11200]
2pect ) ter multiple ports.

Port Range

Start Port:

‘7
End Port: ‘7
[ Back ll

Cancel

Add/Edit Exceptions X L

Remote TCP/UDP Port: Click "Next®
fi

L

All Ports
§ se comma () in between to
* Specific Port(s): 11200| 1
= © ter multiple ports.

Port Range

[

Start Port:
End Port:
n
n
”

I Back IH Next Cancel .

I FC_F_FC_FC_FC_FC_ T TS
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After completion of all steps you will able to see all rules (HTTP and

Advanced Settings X [-
[J Display Alert Message Ir2
[ Create Reports .
C:\Program Files\Quick Heal\Quick He...\Firewall Browse fer
Network Connections Traffic Rules I .
Exceptions
4 || O Exception Name \ Protocol Action \ Network Profi ~

VI RD HTTPS TCP Allow
V] RD HTTP TCP Allow

Add H Remoye H Up H Down

Default Cancel |

<< Back 1o menu

.D?\ Monitor Wi-Fi Networks oNn —@

Identifies unsafe Wi-Fi networks.

Click “Save

Program Rules | configure... | .
. Changes

Create rules for programs accessing the internet.

Advanced Settings
Configure rules to control inbound - outbound network traffic.

Save Changes

Now go to 'Program Rules™ and verify following

»+ Configure Program Rules X
H enu

stam internet access for individual programs.
wowall Level
Block All I

HIgN

Do Not Select
“Block All’

on

g

Add ” Remoyve ” OK ” Cancel
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= Kaspersky:
Open Kaspersky Total Security. After that click on "Settings'.

Va Kaspersky Total Security KASPERSKY32 ? — X

Your computer is protected

4 recommendations

Jo)
Q

Scan Database Update Safe Money Password Manager
Update required

© O @

Privacy Protection Backup and Restore Parental Control Protection for all
devices
Q Other products My Kaspersky  License: 30 days remaining

After that in ‘Protection” Tab click on "Firewall.

V. Kaspersky Total Security KA)PER)KY= ? = X f
- §PER Click Here
Q Settings

General File Anti-Virus

[

On

Scans all files that are opened, saved, or run.
Protection
Web Anti-Virus on

Scans incoming web traffic and prevents dangerous scripts from runnin...

Performance

< Application Control on
=ean Monitors the activity of all applications that are installed on the computer.
Additional

Firewall on
Filters all network activity to ensure security on local networks and the I...

FlB|® &

Private Browsing on

Protects against collection of information about your activities on websi...

Webcam Protection
Prevents spying on you via webcam.

On

8 818/88A8

©

After that click on "Configure packet rules’.
V. Kaspersky Total Security KASPERYKY2 ?

’\t—J Firewall settings

Firewall
Filters all network activity to ensure security on local networks and the Internet. Learn more

Notify of vulnerabilities in Wi-Fi networks Click Here

Block and warn about insecure transmission of passwords over the Internet
No hidden notifications.

/N These settings are not available because Kaspersky Secure Connection is installed on the computer. You can configure V,
connection settings in Kaspersky Secure Connection. Settings

[«] Allow connections on random ports for active FTP mode
[+| Do not disable Firewall until the operating system stops completely

[« | Block network connections if the user cannot be prompted for action
The application does not prompt the user for action if the application interface is not loaded.

Networks

Configure application rules
[Configure packet rules

[ T o) Other products My Kaspersky  License: 30 ¢
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Now we will see, how to enable ports for HTTP and HTTPS.

i. Enable ports for HTTP & HTTPS:

In "Packet Rules® windows click on “Add’.

Packet rules

Name Direction

Keep “Allow’

Edit Remove | ‘ TR

aol
Protocol Action Status

By application ru... Active I
By application ru... Active
By application ru... Active
Allow Active
By application ru... Active
Black Active

Bk S50 Click Here
Black Active
By application ru... Active
By application ru... Active
Allow Active
Allow Active
Allow Active
Block Active
Block Active
Add |

Keep direction both

Action:
, Inbound/Outbound
Name for Rule. Allow v
Different name in =
case of HTTPS [ 1
RD SERVICE HTTP
I Inbound/Outbound v ‘
Keep "TCP® -
protocol '
| TCP ~ ‘
Remote ports: ocal ports:
[ W 110011120 W
v

l I Any address

Status:
(®) Active

Y .
Inactive

M) Log events

Network rule template v

Here HTTP Ports: 11100 — 11120
FOR HTTPS CHANGE IT TO: "11200°

Save ‘ \ Cancel

After setting all
values click on
“Save’
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= MCAFEE:
Open MCAFEE security program.

Go to Firewall settings and click on "Port and System Services'.
@ Firewall -

Firewall: On

Firewall protects your PC against intruders who can hijack your PC or steal personal information, and polices
the information your PC sends and receives.

SERESSE
Learn more

Internet Connections for Programs ~
My Network Connections ~
Ports and System Services ~
Intrusion Detection ~
Net Guard ~

Oft Restore Defaults
Learn more

Ports and System Services ~

Click on "Add®

Open a port on your PC so a service can be accessed by other PCs on your network and the Internet.

Name Port(s) Description

Learn more

Now we will see how to configure HTTP and HTTPS ports.
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i. Enable ports for HTTP & HTTPS:

Ports and System Services ~

Upen a porton your FL SO a Service can pe aCcCessea Dy Ootner FLS on your Network ana tne inernet.

Add System Service Port

System Service Name: . . )
;PL FM220 Registered Device Service

System Service Category: . o
RD Service Authentication

Service Description: This rule enable client to connect with RD
Service through HTTP

Click on
—

‘Save’

Ports and System Services ~

4UuU-ouUuu.

Local TCP/IP Ports:

11100-11120

Local UDP Ports:

Open ports to;

Here HTTP Ports: 11100 - 11120
FOR HTTPS CHANGE IT TO: 11200

Click on
‘Save’
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=> Symantec Endpoint Protection:

Open Symantec Endpoint Protection.
Go to 'Policies’ tab and click on ‘Firewall'.
After that right click on "Firewall Policy’ and select "Edit'.

@ Symantec Endpoint Protection Manager — O X

) symantec Endpoint Protection Manager Latestlews Refresh Help Log Off

Firewall Policies

Hame Description Location Use Count

Firewall policy Created automatically during product instaliation 2

Quarantne Frewal pofcy Created sutomaticaly during product instaeion 0

Copy
Paste

-‘-a Assign
Folicies mport..
Export

After that into "Firewall Policy’ window select 'Rules’ tab and click on "Add
Rule’ button.

@ Firewall policy *
Firewall Policy
Oreerwigsns Rules
Rules
Biuitt-in Rules Rules  Motifications
Protection and Steath Firewall Rules
Windows Integration Firewall rules allow, block and log network traffic. You can add higher prierity rules in the table below.
Peer-to-Peer Autherticstion Settings
Inherit Firewall Rules from Parent Group
we Eu. Name Action  Application Host Service Log Severity Adapter
1 10-Minor All Adapte *
2 10-Kinor All Adapte
3 10-Minor All Adapte
4 10-Minor All Adapte
5 10-Minor All Adapte
-] 10-Minor All Adapte
7 10-Minor All Adapte
8 10-Minor All Adapte
9 10-Minor All Adapte
10 rite to Tr... 10-Minor All Adapte
" one 10-Minor All Adapte
12 one 10-Minor All Adapte
13 rite to Tr... 10-Minor All Adapte
14 one 10-Minor All Adapte
15 rite to Tr... 10-Minor All Adapte
-
L 13
Add Rule.. Add Blank Rule Delete Rule Move Up Move Down

Now we will see how to configure ports for HTTP and HTTPS.
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Enable ports for HTTP & HTTPS:

@ Add Firewall Rule Wizard

Pt

()

Click "Next®

Welcome to the Add Firewall Rule Wizard

Enter Rule name
Different for
HTTPS and HTTP

This wizard helps you to add a new firewall rule.

‘What do you want to name this firewall rule?

Rule name:

To continue, click Mext.

fSymantec.

< Back Cancel

Allow all
X

connections

® Add Firewall Rule Wizard

Select the Action for the Rule szl'l'lal'ltec

Select whether the firewall should allow or block or ask connections.

Do vou vant this firewall rule to allow or block or ask connections?
* Alow connections

Block connections

Ask connections.

<Back Cancel

Allow all
Applications

® Add Firewall Rule Wizard

Select the Rule Applications
Select the applications this rule should match.

Do you want this firewall rule to apply to all applications, or only specific applications?

+ Al Applications ]

Description

Application

< Back Next = Cancel
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@ Add Firewall Rule Wizard X

Click "Next’
Select the Hosts
Select the remote network hosts this rule should match.

v Symantec.

To what computers or sites do you want to allow connections?

* Any computer or site
Only the computers and sites listed below:

Host

Add

Add. Regfve

< Back Cancel

4 W Add Firewall Rule Wizard * T .
i Click "Add

Select the Network Services v Symantec

Select the network services this rule should match.

What type of communicatiens, or ports, do you want to control?
All types of communication (all protocols and perts, local and remote)

The following types of protecols on all perts:  TCP

[ + Only the communications selected below:

Bervice name Comm
MS SQL Server TCP:[Local=1433] ; UDP:[Local=1434]

Network Neighborhood Browsing  TCP:[Remote=135,139 445,1026,1027] ; UDP:[Loc;

Network Neighborhood Sharing TCP:[Local=135,139,445 1026,1027] ; UDP:[Lo S—
Movell Networking - Client TCP:[Local=524, 2302] ; TCP:[Local=427; R =427 ;
POP3 Server TCP:[Local=110]
PPTP Client TCP:[Remote=1723] ; IP:[47]
PPTP Server TCP:[Local1723] ; Balad -

Add... Edit. Delete

< Back Cancel
g Select
Direction
. . Select the Network Services v's N N
Select "TCP" as umantec. Both
Protocol >
protocol
TCP ]
What]
TCP Protocol
Source/Destination * LocalRemote
Examples: 21 or 21.25 or 21-25
.
Local Port: 11100-11120 =
Examples: 21 or 21,25 or 21-25 A C||Ck ‘OK‘
£
Both
oK Cancel Help Wl
Add.. Edit.. Delete
< Back Next = Cancel

Here HTTP Ports: "11100 — 11120
FOR HTTPS CHANGE IT TO: "11200°
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@ Add Firewall Rule Wizard

Select the Network Services
Select the network services this rule should match.

The following types of protocols on all ports:
* Only the communications selected below

Service Name

DHCP Server
DNS Server
FTP Server
HTTP Server
IMAP Server
LDAP Server

® Add Firewall Rule Wizard

Select a Log Action
Select the logging settings for this rule.

Do you want to create a log entry when this rule is matched?

es

* No

Click Finish to create this firewall rule.

Access Computech Pvt Ltd

What type of communications, or ports, do you want to control?

Alltypes of communication (all protocols and ports, local and remote)

TCP

s

\/Symantec.

Communications

TCP:[Local=11100-11120]

UDP:[Local=67 68, Remote=67 68)

TCP:[Local=53; Remote=53] ; UDP:[Local=53]
TCP:[Local=21; Incoming] ; TCP:[Local=20; Outgoing]
TCP:[Local=80,443]
TCP[Local=143]
TCP:[Local=329]
Edit...

= Back Cancel
x
v Symantec.
Click “Finish®
< Back Cancel
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